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DevOps Engineer | Cloud Engineer (Microsoft Azure)

+91-9565535583 |  abhishek3758sharma@gmail.com | linkedin.com/in/abhishek3758sharma
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Professional Summary

DevOps Engineer with hands-on experience automating CI/CD pipelines and Azure infrastructure using Terraform, GitHub
Actions, and Azure DevOps. Skilled in Docker, production-grade Infrastructure as Code, and DevSecOps scanning (TFLint,
tfsec, Checkov, Gitleaks) in CI/CD workflows, with a strong base in Kubernetes, Azure Monitor/Log Analytics, Entra ID, and
RBAC.

Technical Skills

— CI/CD & Containers: GitHub Actions, Azure DevOps, Jenkins, Docker, Docker Compose, ACR, Kubernetes (Basics),
AKS (Familiar), Helm (Familiar)

— Infrastructure as Code: Terraform, Terraform Modules, Variables & Outputs, tfvars, Azure Storage Backend, State
Locking

— DevSecOps & Security: TFLint, tfsec, Checkov, Gitleaks, Trivy (Familiar), SonarQube (Familiar), Microsoft Entra ID,
RBAC, Managed Identity, Azure Key Vault

— Cloud, Networking & Monitoring: Azure Portal, Azure CLI, ARM, Azure Landing Zone, VNet, Subnets, NSG, UDR,
Load Balancer, App Gateway, Bastion, Azure Monitor, Log Analytics

— OS, Scripting & Version Control: Linux (Ubuntu), Bash, PowerShell (Basics), YAML, JSON, NGINX, Git, GitHub

— Programming & Database: Java, Python, JavaScript, TypeScript, PostgreSQL, MySQL, Supabase

Experience
DevOps Intern Dec 2025 — Present
DevOps Insiders Remote

— Automated end-to-end Microsoft Azure infrastructure provisioning using reusable Terraform modules, deploying Resource
Groups, VNets, Subnets, NSGs, Azure Bastion, Load Balancer, VMs, and Storage Accounts through a single workflow.

— Implemented Azure Landing Zone architecture and built reusable Terraform modules with remote state management using
Azure Storage Backend and state locking for consistent multi-environment deployments.

— Designed CI/CD pipelines with Azure DevOps and GitHub Actions to automate infrastructure provisioning and application
deployment, reducing manual deployment effort.

— Configured Microsoft Entra ID RBAC roles, enforced least-privilege access, and containerized applications using Docker
deployed with NGINX on Azure App Service and Azure VMs.

— Monitored infrastructure health and performance using Azure Monitor and Log Analytics, improving operational visibility
and reducing troubleshooting time.

Projects

Terraform Azure Infrastructure CI/CD Pipeline Terraform, Azure, GitHub Actions, Entra ID, TFLint, tfsec, Checkov

— Designed and implemented a production-grade Infrastructure as Code (IaC) pipeline for Microsoft Azure using Terraform.

— Built a GitHub Actions CI pipeline executing terraform fmt, terraform validate, TFLint, tfsec, Checkov, and terraform plan
on every Pull Request, publishing Terraform plan artifacts for review.

— Developed a Continuous Deployment workflow executing terraform apply post PR approval and merge, with secure Azure
authentication via Microsoft Entra ID Service Principal.

Green Eco Drycleaners React, TypeScript, Terraform, Azure, PostgreSQL, GitHub Actions

— Developed a full-stack laundry management platform with booking, order tracking, payment verification, and an admin
dashboard.

— Provisioned Azure infrastructure using reusable Terraform modules, applying Infrastructure as Code practices for modular,
repeatable cloud deployments.

— Implemented GitHub Actions CI/CD pipelines integrated with DevSecOps scanning (TFLint, tfsec, Checkov) and role-based
access control (RBAC) across the platform.

Leadership
Club Head — Stage Management Team 2023 — Present
Galgotias University Student Council Greater Noida, India

— Progressed from volunteer to Club Head, leading student volunteers to plan and execute large-scale technical and cultural
events across the university.

— Coordinated with university departments, vendors, and cross-functional teams, strengthening stakeholder management while
running multiple concurrent events under tight timelines.

Education

Galgotias University 2023 - 2027

Bachelor of Technology — Computer Science € Engineering Greater Noida, India
Certifications

Completed: Git & GitHub — Version Control | Oracle SQL | MySQL for Beginners | DSA — Graphs & DP
Pursuing: Microsoft Azure Fundamentals (AZ-900)
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